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PGP Encryption for Windows
Introduction

e What is GPG?
— GPG stands for GNU Privacy Guard

— Free implementation of the OpenPGP standard as
defined by RFC4880

— Allows you to encrypt and sign data and
communication

o Website:
http://www.gnupg.org/
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PGP Encryption for Windows

G

e Software imp

PG4Win software

ementation of GPG for Windows

e Both cryptography standards are supported,
OpenPGP and S/MIME

e \Website:

http://www.gpg4win.org/
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PGP Encryption for Windows
GPG4Win software

The core; this is the actual encryption tool

A key manager and helper for various encryption matters

Anather key manager, tasts are simply different

A plugin for Microsoft Outlook 2003 (email encryption)

GPGee:

A plugin for Microsoft Explorer (file encryption)

Clawes Mail:

A complete email program including the plugin for GnuP G

Documentation:

Gpgdwin far Bovices:

A handbook specifically far newhies

Gpgdwin fir Durchhlicker:

A Germanh handbook about some hackground, for beginners

September 16, 2008

GPG4Win




I<! ] © Ankit Agarwal

PGP Encryption for Windows
Outline

Introduction to GPG

GPG4Win software

Installation and Configuration of GPG4Win
Using GPG4Win

References

September 16, 2008 GPG4Win




IQJ © Ankit Agarwal

PGP Encryption for Windows
Installation of GPG4Win

ﬁ GnuPG Fnr Windows Setup

Licenze Agreement

T Fhwware SE s of the GHU G al Public License (iGPL)
which guarantees EE ange Frware,

Preamble
Tl'u- |||:E-r|::: For mast :.:.rr- vare are designed to kake a 2 e

ay distribute it as long
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PGP Encryption for Windows
Installation of GPG4Win

— — —
# GnuPG For Windows Setup

Chooze Components
Choose which Features of GnuPG For Windows wou want to install,

Cher ponenks wau wank ko install and uncheck the companents you don't wank ko
install, %k ko conkinue,

Select components ko install: GruPG Destription
[] Grupzz
GPGEol

Space required: 19.9MB

Zancel
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PGP Encryption for Windows
Installation of GPG4Win

# GnuPG For Windows Setup

Choosze Install Location
Zhaoose the Falder in which ba inskall GnuPE For Windows,

Destination Falder

AProgram Files\aMUWEnuRE _ Browse. .,

Space reguired: 19,1

Space available: 85.2GE

Zancel
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PGP Encryption for Windows
Installation of GPG4Win

# GnuPG For Windows Setup

Inztall Options
Start links

Plzase select where Gpgdwin shall install links:

Skart Menu
[ Deskiap
[ uick Launch Bar

(Only pragrams will be inked inko the quick launch bar, )
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PGP Encryption for Windows
Installation of GPG4Win

— e,

S I3

# GnuPG For Windows Setup

Choose Start Menu Folder
Choose a Start Menu Folder For the GnuPG For Windows shorbcuts, L. ¥ 7

Select the Start Menu Folder in which wou would like to create the program's shorkouks, You

can also enter a name ko create a new faolder.

nuPa Far Windows

|
r
)

| Skartup

Install | I Zancel
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PGP Encryption for Windows
Installation of GPG4Win

# GnuPG For Windows Setup

Installing
Flease wait while GriuPa For Windows is being installed,

Exkract: gpgal.dll... 100%:
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PGP Encryption for Windows
Installation of GPG4Win

& GnuPG For Windows Setup @@|

Completing the GnuPG For Windows
Setup Wizard

iGnuP For Windows has been installed on wour computer,

Zlick Finish to close this wizard,

G PG\\4WiN [t ths READNE fie

Click here for the project's homepage

Finish l Zancel
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PGP Encryption for Windows
Configuration of GPG4Win

and Defaults

5 Cakalog

f Windows Update

@;,- Mozilla Firefox

Lf;! Outlook Express
Command Prompk

_,.. Motepad

1 Paint

‘s start
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PGP Encryption for Windows
Configuration of GPG4Win

il —
WinPT First Start

¢ Generate a GruPG key pair
(" Copy GnuPG kevrings from anather location

(" Generate key pair on a Smart Card
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PGP Encryption for Windows
Configuration of GPG4Win

I{Ef Generatlun leard

Mame and E-tMail &zzignment

Every kep pair must have a name a

email address .rlluur cormesponder
are yzing belongs t

Test Email

Feal name:

l:.n-'” r 'hl-'rl COMMLRIC Elhrll:l with pau,

Email address: |rT estEmalEabe. com

iated with it. The name and
1o that pour public key they
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Configuration of GPG4Win

Marne and E-M ail Azzighment

v Hide Typing
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PGP Encryption for Windows
Configuration of GPG4Win

M ame and E-Mail Aszignment

Ewvemn key pair must have a name a iated with it. The name and
email ad [ canl) g ok that wour public ke they

will enable
rrect public

Email addrezz; | TestEmaill®abc. com

v Prefer BSA keys
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PGP Encryption for Windows
Configuration of GPG4Win

:' Destination for Public Keyring

Save in; | ) ¥eyRingBack,

*l.

,e'“_;|
My Recent
Documents

Desktop

(2

My Docurnents

55
by Computer
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PGP Encryption for Windows
Configuration of GPG4Win

Destination for 5ecret Keyring

Sawve i | ) EevRingBack

} ﬁ pubring_bak. gpa

My Recent
Documents

Desktop

=/

ky Documents

59
My Compuiter

zecrng bak
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PGP Encryption for Windows
Using GPG4Win

k.ey Manager

File Manager

et

Current Windaw  # 3 :
avmmekric

Preferences k Encrypk

g Sign & Encryvpk
Abouk, ..

: Sign
Exit

Decrypk/Verify

o
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PGP Encryption for Windows
Using GPG4Win

Clipboard Editor
Fil= Edit GPG

Thi= i= a test messaged
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PGP Encryption for Windows
Using GPG4Win

Clipboard Editor
Fil=  Edit Rezle

Decrypk
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PGP Encryption for Windows
Using GPG4Win

Encryption

Uszer D | KeylD | Size | Cipher | alidiy |
=3 Test Email < T estE maill@abec. com 0=CaGBERRT 2048 RS54 [ltimnate

Find key. | Ok | Caricel
Copy

September 16, 2008 GPG4Win




© Ankit Agarwal

PGP Encryption for Windows
Using GPG4Win

Clipboard Editor
File Edit GPG

Version: GnubPs w1 4.7 (MingW3iz) — WinPT 1.2.0

hOEMAEInL I~ IW4+VZAQEf 96t Ve r LHGaPu 2ECPViFhOFEpINiDf rphMl 36 2VPGY 1nB
FbebgqiHACYvdFtxz LTHeoO G pHWSaf Uye YO0 22T SPGEIMOEE t Vg9 h 9m 8 t MHHZ
JoAVIIeTgt Evh VT IECCCw ] 1 lzpd VARTgLCsb UV § JPHeCz 7aGd+0ught 75+0z 20
g ETEE4ASELesTelnnTQIUziDg9E4F I i 96 vKppD I xh S 0VnH4Fp=T4 9CEH 2xDInd
edlndY 7w Vagvi-wgJGj008azbxnFgxShbdnf 1VSdi = vakDW+oLY G003 lhj 7040w
wWad j+PywFoulNnJrDRZ994=1B1 6 BXHETHH 8 nphext JQACcrn S 19p00Cut bJE ef

1iFO9NevelHdnenjAzbiZdpd8=zBgkp V. vai AB9oWGoG95Sn It 9 LodUvh9F 190V 109y
HggL80EwB- -0OB1425JAR-jpl=
=CfXf
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PGP Encryption for Windows
Using GPG4Win

Clipboard Editor

hOEHAETnL I~ IW+VZAQE 96t VTer LHGaPu 2ECPViFhOFEpINiDf rphHk 36 2VEPGY 1nE
FhebgqiHACVvdFtxz LTEeoOSG7pHWaaf Uyve 7000 28] SPGEDUOEEL VCg9Th9ma t HHE
1A I1eTgtEvh VW IECCCw] 1 1spdVADWg LR Vi jPH=Ce Yabd+C0ught 7S5+0= 2o
g ETEE4ASELesTelnnTQITz1Dg9KE4F I 96 vEppD I =h S0V nH4Fp=T4 9CEH 2rDInd
edlnAY 7w Vavil-wgJGij008a2bxnFgxShbdnf 1VSdi=x-vekDW+oLY G003 1hi 7040w
wWad j+PyvwFoulnJrDRZ994=1B1 6BENSTHH EWnphext JQAcrmn S I 1 9p00Zut bIE-=f
1iPO9NevelHdneniAzbiZdpd 8=zBgkpV vail AR9aTGoE95Sn I + 9 Lol Tvb9F19aV 109y
HggLa8O0BEwB-OBl1425JAR-jpl=

=CfHf
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Using GPG4Win

Verszion: GnuPG wl. 4. 7 g2t
Decryption
hOEMAEUnkI-IW4+VZAQLE 9G

?EEE&I i E%g:‘:;gi:ﬁ% %Eggﬁ Encrypted with the following public key(z)]

gW/ETEK4ACELc=W0elnnT Test Email < TestEmailistabe.coms [RSh, IxCEHBEDRT]
edlnAY 7 vVagrE- wgJ 53008
vWrdj+PywFoulnJrDEZ949
iPO9NevelHdnznjAzhifd
HggLE8OBvE-0OB1425JAR. 3
=CfHf

END PGP MESSAGE-

You need a pazzphraze to unlock the secret key for user;
"Test Email <T estEmail@abe. com:"
RSA key, D 0417000443 [main key ID 0xCEREESR9)

Fleaze enter your passphraze

xxxxxxxxxxxa1

[v Hide Typing

k. | Cancel
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Clipboard Editor
File Edit GPG
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