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PART 1: : You must be familiar with an encryption technology (tool) to
encrypt a file or directory (minimally) or a hard drive partition, or an en-
tire (virtual) hard drive. Download and install one of the existing encryp-
tion tools and apply it. Summarize your experience in a short PowerPoint
presentation and include screen captures. Interesting experiences will be
shared with the rest of the classroom.

PART 2: : Form 2-member teams. Download and install one of the PGP
tools. Share your public keys with your teammate. Exchange short en-
crypted emails. Summarize experience (include screen captures) and the
emails exchanged.

PART 3: : This problem is a real-world example of a symmetric cipher
from an old US Special Forces manual. See the attached document.

• Using the two keys (memory words) “cryptographics” and “network
security,” encrypt the following message: “Be at the third pillar
from the left outside the Iyceum theater tonight at seven. If you
are distrustful bring two friends.” Make reasonable assumptions
about how to treat redundant letters and excess letters in the keys
(memory words) and how to treat space and punctuation. Indicate
what your assumptions are.

• Decrypt the ciphertext. Show your work.

• Comment on when it would be appreciate to use this technique and
what its advantages are.
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