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IntegratingHeterogeneousWirelessTechnologies:A
Cellular Aided Mobile Ad hoc Network (CAMA)
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Abstract— A mobile ad hoc network is a collection of wire-
less terminals that can be deployed rapidly. Its deficiencies
include limited wireless bandwidth efficiency, low throughput,
large delays, and weak security. Integrating it with a well-
established cellular network can improve communication and
security in ad hoc networks, as well as enrich the cellular
services. This research proposes a cellular-aided mobile ad hoc
network (CAMA) architecture, in which a CAMA agent in the
cellular network manages the control information, while the data
is delivered through the mobile terminals (MTs). The routing
and security information is exchanged between MTs and the
agent through cellular radio channels. A position-based routing
protocol, the multi-selection greedy positioning routing (MSGPR)
protocol, is proposed. At times due to the complicated radio
environment, the position information is not precise. Even in
these cases, the MT can still find its reachable neighbors (the
association) by exchanging ”hello” messages. This association
is used in complement with the position information to make
more accurate routing decisions. Simulation results show that
the delivery ratio in the ad hoc network is greatly improved with
very low cellular overhead. The security issues in the proposed
architecture and the corresponding solutions are addressed. The
experimental study shows that CAMA is much less vulnerable
than a pure ad hoc network.

Index Terms— heterogeneous networks, ad hoc networks, cel-
lular networks, quality of service, security

I . INTRODUCTION

Futurewirelesstechnologyaimsat providing anumbrellaof
servicesto its users.Ad hoc networks have becomeattractive
for their potential for commercial applications.Routing in
ad hoc network is a challengedue to the mobility of users
and the lack of central control. Different routing protocols
areproposedin [8],[36],[37],[43]. Theseapproachessuffer in
network performancethatincludeslargeroutingoverhead,low
throughput,and large end-to-enddelay. In ad hoc networks,
theissuesof qualityof service(QoS)[39] andsecurity[50] are
evenmorecomplicatedbecauseof thelackof reliablemethods
to distribute information in the entirenetwork.

The integrationof heterogeneouswirelesstechnologiescan
improve the network performance,thereby meeting the de-
mandsfor differentqualityof service(QoS).This researchpro-
posesa novel integratedarchitecture,calledthe cellular aided
mobileadhocnetwork (CAMA), to improveadhocnetworks.
The architectureuses the idea of “out-of-band signaling”
(over a cellular network). This enablesan ad hoc network
to improve the quality of network control and management.
An analogycan be drawn to the SignalingSystem7 (SS7),
a commonarchitecturefor out-of-bandsignaling in support
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of the call-establishment,billing, routing, and information-
exchangefunctionsof the public switchedtelephonenetwork
[14]. Another important featureof the proposedarchitecture
is the availability of global information for the entire ad hoc
network.

A typical CAMA architectureis shown in Figure 1. It is
operatedin placeswherea mobile ad hoc network overlapsa
cellular network. The servers that are in charge of operating
CAMA, called CAMA agents,are deployed in the cellular
network. Each CAMA agentcovers a number of cells and
knows which mobile ad hoc user(MT) is a registeredCAMA
user. To get more user information, an agent should be
connectedwith a homelocationregister(HLR). Theseagents
collect information for the entire ad hoc network and are
involved in its authentication,routing,andsecurity. MTs may
contacttheCAMA agentsthroughthecellularnetwork's radio
channelsto exchangethe control information.As the CAMA
agentcan work as a position information server, positioning
routing will be appliedin this architecture.

CAMA is operatedin areaswell covered by a cellular
network, suchas metropolitanareas.The centralizedCAMA
agent is an easy solution for authentication,authorization,
andaccounting(AAA) in ad hoc networks, yet AAA is very
dif�cult to implement in the pure ad hoc networks. Lack
of AAA has beena major obstaclefor commercialad hoc
networks. On the other hand,low-cost,high-data-ratead hoc
channel is suitable for wireless multimedia services.These
servicesover the ad hoc channelcan be supplementaryto
the normal cellular network services.Other than peer-to-
peer communicationsin CAMA ad hoc networks, special
MTs can also act as Internet accesspoints, through which
otherMTs canconnectto the IP network, insteadof through
expensive cellular channels.The additionalload of control to
the cellular network is compensatedby the pro�ts generated
by the integratednetwork.

The proposedarchitectureis different from wirelessLANs
[2], [11]. In WLAN, all the control anddatapacketshave to
go through�x ed accesspoints. In CAMA, only control data
goesthrough a cellular basestation,while all other data is
kept in the ad hoc network.

CAMA is different from the ad hoc networks with �x ed
nodes(i.e., server accesspoints),which act as basestations.
In suchanadhocnetwork, themobileadhocusersmight have
no idea whethera �x ed nodehasjoined the network or not.
The �x ed nodesare dif�cult to accessbecausethey have the
samewirelesschannelcoverageas the mobile ad hoc users.

CAMA cangreatlyimprove ad hoc routing andsecurityby
using ef�cient out-of-bandsignalingand centralizedcontrol.
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Fig. 1. Cellular-aidedmobile ad hoc network.

Theseare discussedin the following sections.In addition,
CAMA can improve the ad hoc network in:

� Synchronization The clock for all ad hoc userscan be
adjustedaccordingto that of the cellular network in one
step.

� Authentication In CAMA, MTs cango throughthesame
authenticationprocedureas in cellular networks. The
MTs canalsobeauthenticatedby specialMTs, whichcan
be reachedeasily by an entrantMT throughthe cellular
radio channel.

� Power saving The transmittingpower of MTs can be
estimatedsince the distancebetweenany two MTs is
known. Additionally, in any new route discovery, the
intermediateMTs neednot receive and forward routing
packets.

� Radio resourceallocation ThecentralizedCAMA agent
can guide MTs to accessthe properad hoc channelsin
networks which have more thanonead hoc channel.

� Broadcasting and multi-casting Data can be sent to
thebasestation(BS), andbroadcastor multicastthrough
the cellular radio channel.No further dataforwarding is
needed.

� Finding cluster head in clustered ad hoc routing In
clusteredad hoc routing [27] [29], the CAMA agentcan
determinethe clusterheadssinceit hasthe information
of MTs, e.g.,positions,stability, andpower. On theother
hand,clusteredroutingmayimproveCAMA. TheCAMA
agenthasto communicateonly with clusterheads,thus
reducingthe load in the cellular network.

CAMA is very feasible.Comparedto the size of a cell in
a normal cellular network, the size of an ad hoc network is
relatively smallbecauseof theshortertransmissiondistance.It
is probablethatonecell coversanentireadhocnetwork. This
makes the operationfairly easybecauseall the MTs have to
connectto only oneBS. It is alsopossiblefor a cell to cover
more than one ad hoc network. For larger ad hoc networks
which crossmorethanonecellularcell, theCAMA agentcan
collect the information from all BSs involved.

The UMTS network has synchronizationand broadcast
channels.Thesecan be directly usedby the proposedarchi-
tecture.UMTS alsohasup-link anddown-link common-share
channelsfor short messages.MTs may use thesechannels

to exchangeinformation with the CAMA agents.For a 2G
cellular network (e.g., GSM), a numberof channelscan be
reserved for CAMA implementations.

Today's semiconductordesign technologymakes building
mobile terminalsthatcarrymultiple transmittersandreceivers
quite easy. Mobile terminalscan also run differentprotocols.
On the other hand, it is commonfor different networks or
operatorsto cooperatewith eachother in providing a certain
service.An exampleis theglobalroamingservicefor acellular
user. Thereshouldbenoproblemfor thefutureadhocnetwork
to cooperatewith the cellular network in servicemanagement
(e.g.,billing).

Additionally, theservicesprovidedby cellularnetworksare
no longerrestrictedto voice services.The new businessmod-
els in internationalmobile telecommunication(IMT) enable
cellular userswith a simple userID to get authorizedto use
different serviceson different mobile terminals (if needed).
Theadhocservicecanbeaddedto theoriginal phoneservice
without assigningthe useranotheruserID.

The restof the work is organizedas follows. In sectionII,
we brie�y review the previous work related to integrated
networks, positioningrouting, andsecurity. In sectionIII, we
describethe positioningrouting in CAMA. In sectionIV, we
go throughsomesecurity issues.In sectionV, we show the
majorsimulationresults.In sectionVI, we concludeour work.

I I . PREVIOUS WORK

A. HeterogeneousIntegratedWirelessNetworks

Heterogeneousintegrated wireless networks have been
widely applied and studied.Examplesof applicationof in-
tegratedtechnologyareAMPS/IS-95cellular network, global
positioningsystem(GPS)appliedin cellular network to pro-
vide positionservices,andsatellite/cellularnetwork [15], [42].
Thereis also a growing interestin the integration of cellular
network and wirelessLAN (WLAN). The UniversalMobile
TelecommunicationSystem (UMTS) [12], [20], [41], also
called the 3G cellular network, is able to provide different
services(voice and dataservices)on its own. However, due
to the limited radio bandwidth,the network cannotaccom-
modatea largenumberof userssimultaneously, especiallyfor
applicationsrequiring fastdatatransmissionrate.In addition,
the service cost is high. As a supplementto the cellular
network, WLAN mayprovide serviceswith high transmission
datarateat a relatively low cost.The integrationof thesetwo
heterogeneousnetworks canprovide betterserviceby having
mobile usershandoff backandforth betweenthe networks to
get the desiredservices[33], [38] and[47]. However, WLAN
has a very small radio coverage(especiallyin urban areas)
andcanonly provide servicesto usersvery closeto its �x ed
accesspoints.To beableto serve mostof theusersin suchan
integratednetwork, a high density of WLAN accesspoints
have to be deployed. This leads to the increasedcost and
reducedef�ciency of the�x edinfrastructure.To overcomethis
drawback,an ad hoc network canbe usedinsteadof WLAN.
In the ad hoc/cellular integratednetwork, multi-hop ad hoc
links virtually extend the radio coverage.The mobile users
outsidethe radio coverageof serviceaccesspoints (�x ed or
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mobile)canalsobeaccessedthroughintermediateforwarding.
Peer-to-peer service can be achieved directly through the
ad hoc network without going through the cellular network.
Additionally, the ad hoc channelsmay be used to forward
traf�c betweencells to get load balancing in the cellular
network. This furtherimprovesthecellularnetwork'scapacity.
The researchof integrated ad hoc/cellular network can be
found in [17], [45], and [46]. Theseworks focus on how ad
hocnetwork mayenhancecellularservices.Theapproachmay
be calledad hoc aidedcellular networks.

B. Ad hoc Routingwith Positioning Information

The global positioning system(GPS) [1], [35] has been
widely used for positioning service.Basedon the received
satellite signals,an object may determineits own position
throughthebuilt-in GPSchip. With thehelpof GPS,a source
MT may know where the destinationMT is and make the
proper routing decision.Such a routing method is called a
GPS-aidedpositioning routing. A greedyperimeterstateless
routing(GPSR)protocolis studiedin [10]. In GPSR,Thenext
hopof a routeis alwaystheMT closestto thedestination.An
MT needsto know the precisepositionof all the other MTs.
The authorsmake an assumptionthat thereexists a position
server. In [22], a sourceMT is assumedto know the position
of thedestinationMT. Routingrequestsarenot �ooded in the
network, but forwardedonly towardsthedestinationto reduce
the routing overhead.In [19], a positioningrouting protocol
similar to that in [22] is studied.Other works on GPSaided
routing canbe found in [26][28].

Positionmanagementis studiedin detail in [7],[25]. In [25],
a distributed locationserver model is described.An MT uses
other MTs within a certain areaas its location servers. The
MT will sendits positionto theselocationserversperiodically.
OtherMTs canknow this MT' s positionby reachingany of its
locationservers.In anotherlocationmanagementapproach[7],
eachMT hasa virtual homeregion (VHR) with a �x edcenter.
An MT updatesits positionby sendingpositionadvertisements
to its VHR. In bothpapers,MTs haveto know theapproximate
coverageof the ad hoc network. There is a relatively large
overheadfor locationupdates.

In an environmentwhereGPSis not available,suchas an
indoor of�ce, relative positioninginformationcanbe usedby
the ad hoc network to determinerouting. A self positioning
algorithm is usedto calculatethe relative positionsfor MTs
in [7], so that a network coordinatesystem can be built
for location information. In anotherpaper [43], the authors
proposearoutingtechniquebasedon theassociationamongad
hocusersinsteadof thepreciselocations.This routingprotocol
is called associationbeaconingrouting (ABR) protocol. In
most existing ad hoc routing protocols, there is a “hello”
messagethat may help an MT get information about its
neighbors.Yet it is dif�cult to achieve link-state routing in
ad hoc networks becauseof the dynamic topology and slow
informationdistribution.

In previous works, there is no speci�ed centralizedserver
providing global information, so a positioningrouting based
on the preciseglobal positioninformationcannot be applied.

C. Security

Ad hocnetworksareparticularlyvulnerableto attacks.This
is due to its featuresof open medium, dynamic changing
topology, cooperative algorithm, lack of centralizedmoni-
toring and managementpoint, and the lack of a clear line
of defense.Security in a pure ad hoc network also suffers
from the slow information distribution, i.e., MTs may not
be informed about an attack even after the attack has been
discoveredfor sometime. Securityin ad hoc network canbe
achieved in two ways: 1)By preventing the ad hoc network
from attacks (pro-active security) and 2)By detecting the
intruders or malicious users and excluding them from the
network (reactive security). The researchfor the pro-active
securityis mainly aboutkey implementationanddistribution.
The researchfor the reactive security is mainly about the
architectureto monitor the network, the information to be
collectedfor intrusion detection,and the proper reactionsto
attacks.

Somegeneralissuesandproposedsolutionsfor securityin
ad hoc network canbe found in [21]. In [4] and [16], the ad
hoc groupkey distribution without any certi�cation authority
(CA) is described.The ef�ciency of the key establishmentsis
also studiedin [4]. However, thesekey distribution schemes
only work for small ad hoc user groups, where userscan
contactdirectly with eachother. In [23], [40] and [50], the
thresholdcryptography(see[13])is proposedfor ad hoc key
management.A usercanonly recover thekey after it contacts
a numberof key servers(or key-shareholders).This improves
thenetwork's robustnesssincethedangerof onecompromised
key server destroying the overall key managementsystem
is excluded. Yet there may be key assignmentfailure, and
assigningproper key servers is not an easy task in ad hoc
network. In [18], a decentralizedkey agreementschemeis
studied.EachMT hasa trustedgrouparounditself. Two MTs
exchangetheir public keys by merging their trustedgroups,
thuseachMT doesnot have to keepthepublic keys for all the
otherMTs. The drawbackof this schemeis that theremay be
key agreementfailures,especiallyin larger ad hoc networks.

In ad hoc networks, routing is a major security concern.
In [34], a securityassociationbetweenthe MT initiating the
routing queryandthe soughtdestinationMT is built by using
messageauthenticationcode. Two mechanismsare used to
secureAODV routing messagesin [48]: digital signaturesto
authenticatethe non-mutable�elds of the messages,andhash
chain to securethe hop count information. Both schemesin
[34] and [48] aim at preventing the intermediateMTs from
addingfalserouting informationbasedon theassumptionthat
there is a previous key agreementbetweenthe sourceand
destination.An authenticatedlink-level routing protocol is
proposedin [6] to securethe binding of IP addressesand
MAC addressesin ad hoc networks.

For reactive security, a generalarchitecturefor intrusion
detectionin ad hoc network can be found in [49]. EachMT
has its own intrusion detectionsystemto monitor its local
environment,andat the sametime, to exchangethe intrusion
information with its neighboringMTs. The overall intrusion
detectionsystemis complicatedand it dependson the trust
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betweenthe neighboringMTs. A similar intrusion detection
architectureis discussedin [3].

Thereis routing misbehavior whenthe maliciousMTs may
drop, modify, or misroute packets in an attempt to disrupt
the routing service.In [5], such routing misbehavior can be
mitigatedby anadaptiveprobingtechniqueusedto identify the
exact fault link in a multi-hop routing failure. In watch dog
scheme[30], an MT listensto its next hop MT to make sure
it forwardsits packets correctly. This consumesmore power
becausean MT has to receive the samepacket twice, i.e.,
from both its previoushopandits next hop. In [9], a protocol
similar to thewatchdogprotocol,theGrudge-birdprotocol,is
proposedto improve the securityfor dynamicsourcerouting
(DSR) protocol. The vulnerability and protection in ad hoc
on demandvector routing (AODV) protocol is investigated
in [44]. In all the relatedworks, the reactionof the intrusion
detectionis to excludethemaliciousMTs (links) from routing
or network services.

Previousresearchhaspointedout thedif�culty in enhancing
security in an ad hoc network. This is becauseof lack of
the centralizedCA and security control point in a pure ad
hocnetwork. Thedistributedsecurityarchitecturecanimprove
the ad hoc network security. However, the tradeoff is long
decision time, increasednetwork overhead,and inaccurate
securityjudgment.

I I I . POSITIONING ROUTING IN CAMA

A. CentralizedPositioningRouting

In CAMA, positioning routing is more feasiblesince the
CAMA agentmay work asa centralizedpositioninginforma-
tion server. An MT can�nd its precisegeographicalposition
throughGPS1. Thepositioninformationis sentto theCAMA
agentthroughtheBS. An MT' s positioncanalsobe foundby
the cellular network usingthe recentcellular positionservice.
Distinct from the positioning routing used in the pure ad
hoc network, in CAMA routing, the currentposition of each
MT can be well known. An initial route from a sourceto a
destinationcan thus be determinedeither by CAMA agents
or by MTs. If the routing is determinedby MTs, the BS
will have to broadcastthe mostupdatedpositioninformation.
Basedon the received information, eachMT makes its own
routing decision.

In this work, CAMA agent is consideredto be making
the routing decision.Comparedto MTs, the CAMA agent
has more completeglobal information for the entire ad hoc
network. This centralizedrouting mechanismalso brings ad-
vantagesof routing optimizations, security, radio resource
allocation and power savings. Additionally, the centralized
routingschemedoesnotneedtheperiodicdownlink broadcast-
ing of the positioninginformation which normally consumes
large cellular radio bandwidthand MT power. However, the
centralizedcontrol has its disadvantage.An MT may have
to wait for a long time to get the routing decision from
the CAMA agentif too many MTs sendrouting requestsat
the sametime. The delay is mainly causedby the backoff

1The future 3G cellular network servicesinclude MT position service.
However, in this paper, we focuson GPS.
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Fig. 2. Routing table for MT A.

delaydue to the uplink transmissioncollision. In the caseof
a CAMA agentserving MTs from more than one cell, the
delay also includesthe uplink requestqueuingdelay and the
downlink reply queuingdelay. If the downlink delay is too
high, theroutemayloseits contemporariness.A new routehas
to be determinedby the updatedposition information. From
the point of view of security, the centralizedrouting decision
schememay suffer the attackof denialof service(DoS).

In a realwirelessnetwork, especiallyin theurbanarea,two
geographicallycloseMTs may not reacheachothervia radio
dueto thecomplex radiopropagationenvironment(e.g.,radio
block).To improvetheGPSroutingcorrectness,MTs cansend
“hello” messagesto their neighborsto make sure they are
reachableto eachother(seemethodin [43]). This association
information is sent to the CAMA agentwith MTs' precise
positions,so that the CAMA agentmay know exactly what
link exists, and make more accuraterouting decisions.This,
however, increasesthe overheadin both the cellular network
and the ad hoc network. It should be noted that basedon
associationbetweenMTs, the CAMA agentmay also make
the routing decisionsthroughlink staterouting methods(e.g.,
shortestpathopen�rst (OPSF)).Themethodis not asstraight
forwardasGPSpositioningroutingandwill bestudiedin our
future work.

B. Routing Algorithm: Multi-Selection Greedy Positioning
Routing(MSGPR)

For eachMT, the CAMA agentkeepsthe position infor-
mation table (shown in Figure 2). The table includes this
MT' s position,theIDs of its neighboringMTs within its radio
coverage,the positionsof its neighboringMTs, the distance
d from the MT to its neighboringMTs, and ∆d, the change
of distancebetweenthe MT and its neighboringMTs based
on the last two position updates.An MT' s neighborscan be
its next hop only whend + ∆d ≤ dτ , wheredτ is a distance
thresholdvalue within which two MTs can build a link with
a requiredquality . This table is updatedwhenever thereis a
positionupdatefor any of the membersin the table.

It is shown in [24] that GPSRmay not �nd the bestroute.
Additionally, GPSRconsidersthe distanceas the only rout-
ing judgmentcriteria. A novel routing algorithm–themulti-
selectiongreedy positioning routing (MSGPR) algorithm–is
proposedfor GPS-aidedpositionrouting whenusingCAMA.
In MSGPR, for a resourceMT, n of its neighboringMTs
which areclosestto thedestinationarefoundat thebeginning,
asits next hops.Thesen MTs form an original searchingset.
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For eachMT in theoriginal searchingset,n of its neighboring
MTs which are closestto the destinationare found, which
also form an original searchingset with no more thann × n
MTs (someMTs may be selectedby more than one MT at
the previous hops). From this original searchingset, only
n MTs closest to the destinationare kept as the selected
searchingset. So n different routesstarting from the source
are kept. For eachMT in the selectedsearchingset,againn
of its neighboringMTs which are closestto the destination
are found. The procedureis repeateduntil the destinationis
includedanda maximumof n different routescanbe found.
In the route searchingprocess,the route diversity is kept as
high aspossible.

An example of this routing schemeis shown in Figure 3
with n = 2. Theoriginal searchingsetsandselectedsearching
setsaftereachstepsare:〈B ; C〉 and〈B ; C〉; 〈F; H ; E ; D 〉 and
〈H; E 〉; 〈G; N; I ; K 〉 and〈G; I 〉; 〈L; T; J 〉 and〈T 〉. The two
selectedroutesare: S → B → H → G → T andS → C →
E → I → T.

To rank thesen selectedroutes,the mostimportantcriteria
consideredis thepacket end-to-enddelay. Ignoring thepropa-
gationdelay, theend-to-enddelaydependson thetransmission
delay and the back-off delay. The transmissiondelay is the
delay when a packet is transmittedand received. It depends
on thenumberof hopsin theroute(assumingthe�x edadhoc
channelbandwidthandthe�x eddatapacket length).Theback-
off delay is causedby the collision during the accessprocess
andit dependson the densityof MTs aroundthe link andthe
correspondingtraf�c. To conductrouting optimization,a new
metric is added–thenumberof reachableneighboringMTs for
an MT in the route.If this numberis too small, therewill be
lessroutediversity, or in theworstcase,no routecanbefound.
If the numberis too large, theremay be a lot of transmission
collisions and a large backoff delay. The experimentalvalue
for the averagebackoff delay with different numberof MTs
usingCSMA/CA canbe found by simulation.The end-to-end
delayfor a routecanthenbeestimatedby knowing thenumber
of hopsandthenumberof surroundingneighboringMTs along
theroute.After rankingtheroutes,theCAMA agentsendsthe
sourceMT theroutewith thehighestrank.If the routecannot
go through becauseof radio block, or becausethe route is
broken dueto mobility of MTs, the sourceMT reportsto the
CAMA agent.Whenthereis no positionupdate,a new route
selectedfrom therestof theroutesthatdo not includethebad

link is sentto the sourceMT. Otherwise,new routeshave to
be found againby usingthe routing searchalgorithm.

C. TheProcedure for Making RoutingDecisions

When an MT needsto senddatato its destination,it will
senda routingrequestto theCAMA agentthroughthecellular
radiochannel.Thechannelcanbetherandomaccesschannel,
the uplink commonpacket channel,or a pre-assignedtraf�c
channel in UMTS. CSMA/CD can be the random access
technologyfor the cellular uplink access.The MT will re-
sendtheroutingrequestif it doesnot receive theroutingreply
after a time-out. The failure to receive a routing decisionis
causedmainly by collision with the hidden MTs. However,
the hiding terminal problem here is not as seriousas that
in WLAN since the cellular radio coverageis large enough
comparedto the size of ad hoc network. The CAMA agent
replies to the MT with a complete route including every
intermediateMT through the forward accesschannel, the
downlink sharedchannel,or a pre-assignedtraf�c channelof
the cellular network. Since the positionsof all the MTs are
well known, the distancefor eachhop is alsoknown andthe
transmissionpower of eachMT canbe estimated.

To further save power, MTs may “sleep” but listen to the
cellular channel (e.g., the broadcastchannelor the paging
channel)periodicallywhenthey arenot includedin any active
routes.When a new routing decision is made, the BS will
pageall theintermediateMTs on theroutewith thedestination
MT by broadcastingtheir IDs. TheseMTs will “wake up” to
receive andtransmitthedatapackets.After all thepacketsare
received by the destination,the routewill be releasedandall
MTs on the route “sleep” again.The routing information is
carried in the headerof eachdatapacket, as is in DSR [8].
The intermediateMTs readthe routing decisionto �nd their
next hop, aswell as the recommendedtransmittingpower.

D. Position Update

Positionupdateis neededwhen an MT moves away from
its previous position. For the GPS-aidedpositioningrouting,
an MT has to send its new position to the CAMA agent
throughthe cellular channel.The new positionsare updated
periodically, with a time thresholdvaluefor theupdateperiod.
This valueis basedon the given probability of wrong routing
decisioncausedby out-of-dateposition informationbeing no
more than a value pτt. It mainly dependson the network
traf�c, i.e., how often a new route hasto be determinedand
how often an MT is includedin a new route.

It is possiblethat when it is time for an MT to updateits
position,it remainscloseto thepositionin its previousupdate.
A new positionupdateis notnecessarysincethereis nochange
in routing topology, andpositionupdatebringssignalingand
operatingload to the cellular network. To determinewhether
a positionupdateneedsto be sent,anotherthresholdvalueof
thedistancebetweenanMT' supdatedpositionandits position
during last updateshouldbe de�ned. This thresholdvalue is
basedon therequirementthat theprobabilityof a one-hoplink
breakdue to the non-updatedposition information shouldbe



ACM MOBILE NETWORK AND APPLICATIONS 6

dA0B0 =
p

(dBB0 cos ' B − dAA0 cos ' A + dAB)2 + (dBB0 sin ' B − dAA0 sin ' A)2 (1)

B
ϕ

A
ϕ

BB'd

A'B'd

AA'd

B'

B

A'

A ABd

Fig. 4. An exampleof movementsfor ad hoc MTs.

no greaterthanpτd. It shouldbeadaptive in thenetworkswith
differentMT mobility patterns.

The thresholdvaluescan be estimatedmathematically. To
determinethe time thresholdvalue, we assumethat � is the
mean of a Poissonpacket arrival to each MT, and m is
the averagenumberof hops in eachlink. The time interval
betweenany two casesin which an MT hasto be active in a
routeis approximatelynegative exponentiallydistributedwith
a meanof 1=(� × m), so that the time thresholdvalue can
be calculatedby solving the equation1 − e� λ� m� t� = pτt.
For the distancethresholdvalue,we assumethat the original
positionsfor two connectedMTs areA andB. After a while
thesetwo MTs move to thenew positionswhich areA' andB'
respectively, asshown in Figure4. The new distancebetween
thesetwo MTs, dA0B0, is that in Eqn. 1.

AssumedAB , dAA0, dBB0, ' A, ' B areindependentrandom
variables with known distributions, the probability density
function (PDF) for dA0B0 ≤ r underdifferentdistancethresh-
old values can be numerically calculated,where r is the
maximum ad hoc radio coverage.From the PDF function,
we can �nd the thresholdvalue dτ for dAA0 and dBB0 so
that p ≤ pτd. A numericalresult of the percentageof a link-
breakagainstdifferent distancethresholdvaluesis shown in
Figure5.

Specialupdatesmaybeneededwhentheradioenvironment
for an MT changessigni�cantly (e.g., when an MT turns
a corner or goes into a building). Thesechangescan only
be measuredby sending“hello” messagesbetweenMTs for
reachableneighbors.

IV. SECURITY IN CAMA

Cellular networks have their own security concernsand
solutions.In CAMA, our concernis for securityissuesrelated
to the ad hoc network. Comparedto pure ad hoc networks,
achieving security in CAMA is much easier becausethe
CAMA agentcanwork asa centralsecuritycontrol point for
key distributions and intrusion detections.The CAMA agent
can also broadcastthe information throughBS whenever the
network securityis threatened,e.g.,when an intrusion is de-
tectedor a comprisedMT is found.Moreover, thepositioning
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routing is lessvulnerablethanotherad hoc routing protocols
suchastheAODV protocol.YetCAMA hasits uniquesecurity
weaknesses.In caseswhentheGPSsignalsareinterferedsuch
that MTs cannotcalculatetheir own positions,the GPS-aided
positioning routing will not work at all. This problem can
only besolvedby increasingtherobustnessof GPStechnology
[31] [32]. Anothersecurityweaknessaffecting CAMA is that
the CAMA agentmay be the target of attack for denial of
service(DoS).This doesnot happenin pureadhoc networks.
However, the connectionbetweenthe CAMA agentand an
MT is very short, and the number of MTs in an ad hoc
network normally is not very large.Therefore,it is lesslikely
for CAMA to suffer DoS thandoesthe wired network.

This sectiondiscussesthe security problemsand the pro-
posedsolutionscausedby the falseposition informationsent
by MTs, by MT' s Byzantine misbehavior, and by ad hoc
channeljamming.It is assumedthat thereis no error or radio
block problemin the radio channels,and the maliciousMTs
do not collaboratewith eachother.

A. Routing Security Against the IntendedFalse Positioning
Information

Dueto thedynamicrouting topologyin an adhocnetwork,
an inside attack on routing information is one of the major
securityconcerns.The routing with global positioning infor-
mation makes attackon routing lesspossible.In the routing
discovery stage,the compromised(malicious)MTs can only
attackrouting by sendingthe wrong positions.Basedon this
wronginformation,theCAMA agentmaymakewrongrouting
decisionsby including the MTs with falsepositionsinto the
route. If thereare relatively a large numberof compromised
MTs, it may causerouting problem and takes time to �nd
the right route.This leadsto increasedcellular overheadand
decreasedad hoc delivery ratio.
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Thepro-activesolutionfor thisproblemis to haveMTs send
IDs of their reachableneighboringMTs aswell. The CAMA
agentcanusethe network associationto make a judgmentas
to whetheran MT is sendingits true positionor not.

The reactive solution is intrusion detection.The CAMA
agentwill try to �nd out themaliciousMTs andexcludethem
from the network. To �nd out thesemaliciousMTs, an MT
sendsthe CAMA agenta routing failure reportwhen it �nds
thatits next hopactuallydoesnotexist. Thereportis encrypted
to ensuretheoriginality andtheCAMA agentshouldhave the
public keys for all theMTs. Notethata maliciousMT canalso
sendtheright positionbut falseroutingfailurereportclaiming
that it cannot �nd its next hop. If a malicious MT always
behaves maliciously (i.e., always sendsthe wrong position
information or send the wrong report), the malicious MTs
can be eliminatedeasily by keepingthe record of all good
MTs. However, malicious MTs may act more intelligently,
and can act maliciously only occasionally. In this case,by
receiving eachsinglereport,the CAMA agentcanonly make
therecordof this routing failureandthe link is excludedfrom
thefuture routingdecisionsuntil a locationupdatefrom either
end of this link is received. The CAMA agentalso makes
questionmarks on both the MTs and gives them somebad
credits. To encouragean MT to report a routing problem,
fewer badcreditsaregivento MTs thatreportproblems.After
a numberof reportsrelatedto the sameMT arereceived and
the accumulatedbad credits for this MT reach a threshold
value, the CAMA agentcan make a decisionthat this MT is
maliciousandshouldbe excludedfrom the network.

The decision rule can also be made on the premisethat
the probability of a good MT to be judged as malicious
should be no more than a value, pτ . The rule for judging
maliciousMTs can be de�ned if the ad hoc network is large
enoughandMTs areuniformly distributed.In this case,there
is approximatelyan equalprobability, de�ned aspr, for each
MT to be includedin a route.pr is also the probability that
a malicious MT who sendsthe wrong position information
to be selectedin a route.For a maliciousMT who sendsthe
right position and is included in a route, it can be assumed
that this malicious MT has a probability of pf to send a
false report. Then, the probability of a malicious MT that
1) sent the right position, 2) was selectedin a route, and
3) sent a false report is prpf . Since malicious MTs are
not collaborative and there is no radio block, when an MT
sendsa routing failure report claiming it cannot�nd its next
hop, the probability that the senderis malicious and sends
the false report is prpf =(pr + prpf ) = pf =(1 + pf ). The
probability that the sender's next hop is maliciousand sends
the wrong positionis pr=(pr + prpf ) = 1=(1+ pf). Note that
pf =(1 + pf ) ≤ 1=(1 + pf ). It is consistentwith the rule that
less bad credits are given to the reporters.For an MT, if it
sendsthe report m times and is reportedas the non-existing
next hop n times,the probability that it is a goodMT, P is:
P = (pf =(1 + pf ))m(1=(1 + pf ))n:
When P is smaller than pτ , the CAMA agentcan make the
decisionthat this MT is maliciousand shouldbe eliminated
from thenetwork. This rule of judging maliciousnesswill not
be precisein caseof small sized networks or un-uniformly

distributedMT patterns.Sincein thosecases,someMTs (e.g.,
MTs close to the center of the network) may have more
chancesof being includedin a route.

B. SecurityAgainstByzantineBehavior

In CAMA, an MT getsto know the routefrom the CAMA
agentandthis routeis carriedin theheaderof thedatapacket.
The MTs on the route can read the routing decision from
the packet header, therebyknowing where the next hop is.
To prevent the routing information from being changedby
the intermediatemaliciousMTs, the information is encrypted
using the sourceMT' s secretkey. The CAMA agentsends
the sourceMT' s public key to the intermediateMTs when
it pagesthem to wake up. The intermediateMTs can read
the routing information, but cannotchangeit. It is possible
that an intermediatecompromisedMT interruptsthe routing
information suchthat the MT on its next hop cannotreadit.
In this case,the next hop MT will report to the CAMA agent
throughthe cellular channel.The rule for judging a malicious
MT is the sameas that usedin detectingMTs who sendthe
falseposition information.

The intermediatecompromisedMTs can also interrupt the
data. Watch Dog schemein [30] can be usedto avoid this
attack.The disadvantageof “Watchdog” is discussedbefore.
If the watch dog schemeis not used,the corruptionof data
will not be found until the destinationMT tries to decrypt
it. This is becausedatashouldbe encryptedby a secretkey
only known to the sourceand destinationMTs. Without any
centralcontrol point, to �nd out questionableMT is dif�cult.
The sourcemay have to ask every intermediateMT to send
a copy of its received datapacket to matchwith the original
one. In CAMA, with the help of CAMA agent,the bad link
canbefoundmoreeasily. Therearetwo waysto detectsucha
badlink: the downlink datamatchandthe uplink datamatch.

In the downlink datamatch, the CAMA agentbroadcasts
the Hashcodefor the original packet to all the intermediate
MTs. TheseMTs cancomparetheir own Hashcodeswith the
right one.MTs thensenda messagecon�rming to theCAMA
agentwhetheror not they receivedthecorrectdatapacket.This
messagemay containonly onebit of information(0 or 1) and
canbe piggy-backed in someotheruplink messages(e.g.,the
positionupdatemessage).Basedon theinformationit collects,
the CAMA agentcan �nd questionableMTs. The downlink
datamatchmethodoccupieslesscellular radio bandwidthbut
doesnot work when thereare more than one maliciousMT
in the route sincemaliciousMTs may intend to sendwrong
messages.

In the uplink data match, the intermediateMTs sendthe
CAMA agent the Hash codesgeneratedfrom the data they
received and the CAMA agentmakes a comparisonto �nd
outwhich intermediateMT receivedthecorrupteddatapacket.
Notethata maliciousMT canonly senda falsemessagewhen
it receivesa gooddatapacket,but it sendsa wrongHashcode.
It is easyto make the decisionrule for the uplink datamatch,
which is:
From the MTs that sendthe right Hashcode, the oneclosest
to the destinationand its next hop (this next hop MT senta



ACM MOBILE NETWORK AND APPLICATIONS 8

0101

TDCBAS

Fig. 6. Exampleof Hashcodecomparison.

wrong Hash code)are questionable, and the MTs betweenit
and the source that sendwrong Hashcodesare malicious.

The uplink and downlink data match are comparedgiven
the example Hash code comparisonshown in Figure 6. In
Figure 6, a sourceS sendsa data packet to the destination
T through intermediateMTs A, B, C, and D. T receives a
corrupteddatapacket so a downlink datamatchis used.1 is
usedwhenan MT claims that it received a good datapacket
and 0 is used when an MT claims it received a corrupted
datapacket. For the downlink match,it is dif�cult to make a
decisionsinceall A, B, C, D arequestionable.With theuplink
match,we know B is maliciousandC, D arequestionable.The
uplink datamatchsimpli�es thejudgingrule,but it needsmore
uplink cellularbandwidthsinceall the intermediateMTs have
to sendtheir Hashcodesto the CAMA agentseparately.

C. Anti-Jamming

One critical weaknessfor current ad hoc routing is in its
MAC layer, wherea CSMA/CA randomaccesstechniqueis
used. An outside attacker can simply send strong noise to
jam the ad hoc wirelesschannel.All MTs nearbywill detect
that the channelis busy and basedon CSMA/CA rule, they
will back-off. If the attacker keepson sendingthe strongbut
meaninglesssignal, all the MTs aroundit can not senddata
at all.

If there is only one channel in the ad hoc network, the
problemcannotbesolved.However, if morethanonechannel
canbe used,andthereis goodmediumaccesscontrol scheme
for adhocnetworkswith multiple channels,theMTs canpick
anotherchannelto avoid the channeljamming.The problem
is: how doesthe receiver know it should switch to another
channel?Additionally, sometimesit is dif�cult for MTs to
tell whether the noise comesfrom the attacker or it is just
the datasentby its neighboringMTs. In CAMA, the CAMA
agentmakes the routing decisionsand keepsall the routing
information.After theCAMA agentreceivesareportthatthere
is a possiblejamming,it may checkits routing recordto �nd
out whetherit is a real jammingor it is becauseof high traf�c
density. TheBS maybroadcastwarningof the jammingsothe
MTs canswitch channels.MT pairs thenexchangemessages
through cellular channelsto decideexactly when to switch,
andwhich channelto switchto. MT pairscanjump amongthe
channelsto avoid future jamming.A good jumping sequence
canbe usedto keepthe attacker from chasingthe MTs.

There is also a possibility that an attacker may jam the
cellular channel,but it is dif�cult for the attacker to jam both
the cellular channelandthe ad hoc channelat the sametime.
In a casewhen the attacker jams all the ad hoc channels,
datacanstill be transmittedthroughthecellularchannelor, at
leastthe CAMA agentcan inform MTs to give up accessing
attempts.

V. IMPORTANT SIMULATION RESULTS

A. General SimulationModel

The most recent version (2.26) of the network simulator
ns2is usedfor theexperimentalstudy. We simulateanad hoc
network with 100 MTs residingin anareaof 1000m×1000m.
EachMT moveswithin the area,with a randomdirectionand
a randomvelocity uniformly distributedbetween0 anda max-
imum value.Without any speci�cation,this maximumvalueis
3m=s, the speedfor pedestrianusers.The ad hoc channelhas
a �x ed datarateof 1M b=s. The wirelessinterfaceworks like
the914 M H z LucentWaveLAN, with a nominalradio range
of 250m. MSGPR(multi-selectiongreedypositioningrouting)
under CAMA environment is comparedwith two other ad
hoc routing protocols,AODV and DSR. The searchingset
for MSGPR is set large enoughso that the best route can
alwaysbefound.We assumethatpositionupdatesandrouting
requestscanalwaysbe sentsuccessfullyto the CAMA agent
at their �rst attempts.In this work, the casethat MTs send
their associationswith neighboringMTs is not included.

B. Delivery ratio and cellular overhead

The delivery ratio (goodput)andthe correspondingrouting
overheadfor MSGPR,AODV, andDSRareshown in Figure7
andFigure8. The routing overheadfor MSGPRincludesthe
routing requests,routing replies,and position updatesgoing
throughthe cellular radio channel.It is shown that MSGPR
hasa much betterdelivery ratio than AODV and DSR. The
routing overheadin MSGPR is also much lower. When the
numberof active links increases,thedelivery ratio for MSGPR
decreases,as is the casewith AODV and DSR. This is due
to the increasedcollision in the MAC layer. The overheadfor
MSGPRincreasesmarginally whenthenumberof active links
increasedueto the increasingnumberof routing requestsand
replies.

Theroutingoverheadin MSGPRis alsoacostin thecellular
network. The gain when using MSGPRover the AODV and
DSR is shown in Figure 9. The gain in the ad hoc networks
(the numberof additional bytes delivered successfullythan
would be in AODV and DSR) is approximately10 times as
large as the cellular overheadat the medium network load
andhigh network load. For networks with low load, the gain
is even larger. For commercialwirelessservices,it is worth
usingCAMA if a byte in a cellular network is no more than
10 times the valueof a byte in an ad hoc network.

C. MaximumHop Distance

In greedypositioning routing, an MT always tries to �nd
theMT closestto thedestinationasits next hop.This reduces
the averagenumberof hopsfor links and improves delivery
ratio.However, if themaximumhopdistanceis too large(e.g.,
as large asthe maximumradio coverage),the link may break
quickly dueto the MT mobility anda new routemay have to
be found. An optimum value for the maximumhop distance
needsto be found.Notethat theactualhopdistanceis smaller
than the maximumhop distance.

The packet delivery ratio using different maximum hop
distancein MSGPRis shown in Figure10. The delivery ratio
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increaseswhen the maximum hop distanceincreases.When
the maximum hop distanceapproachesthe maximum radio
coverageradius, the delivery ratio drops.Simulation results
show that theoptimumvalueis in therangeof 210m−240m.

D. Position UpdatePeriod

Figure11 shows the probabilityof wrong routing decisions
whenusingdifferentpositionupdatetime periods.The wrong
routing decisionsincludeboth the routesthat do not work at
all (becausesomelinks actually do not exist), as well as the
routesthat are not the optimum ones.The longer the period,
the greaterthe likelihood of a routing decisionbeing wrong
becauseit may be basedon the past position information,
which maynot beaccurateanymore.Theprobability increases
whenthemaximumspeedincreases,sinceit is moreprobable
that an MT with a higherspeedmovesfurther away from its
previous position, and the link basedon this MT' s previous
position is more likely to fail.

Figure 12 shows the delivery ratio for different position
updateperiods.A mediumload(20 active links) is considered
for thead hocnetwork. Thedelivery ratio decreaseswhenthe
position updateperiod increases.This is due to the fact that
when the position updateperiod increases,there is a greater
probability of a wrong routing decision being made based
on pastposition information.In Figure13, the corresponding
cellular load (routing overhead)is shown. When the position
updateperiod increases,at the beginning, the overall cellular
overheaddecreases.Thereasonis that thedecreasedoverhead
for the positionupdatecompensatesfor the increasedrouting
requestsandreplies.However, whenthepositionupdateperiod
reachesa certain value, the increasedoverheadof routing
requestsandrepliesis moredominant,so the overall cellular
overheadincreases.

E. Robustnessfor GPS-AidedRoutingProtocol

Since the attack on position information is unique to the
proposedarchitecture,in this simulation, the robustnessof
GPS-aidedpositioning routing against the attack of false
positionreportsis tested.The network beingtestedhasa size
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of 100 normalMTs and20 active connections.An increasing
numberof maliciousMTs join the network and sendwrong
position information.

Figure 14 shows the relationship betweendelivery ratio
and different numbersof malicious MTs. The delivery ratio
decreasesonly marginally. This is becausetheroutingscheme
hasa quick, self correctingability, i.e., whenever a badroute
causedby the false position information is found, a new
routecanbedecidedvery quickly. However, this increasesthe
routing overheadbecausemore routing requestsand replies
areneeded.Theroutingoverheadis shown in Figure15. Such
an attackcausesmoredamageto the network whenthereare
a large number (i.e., 20) of malicious MTs. The detection
methodthenneedsto be applied.

F. Simulationsummary

The following is the summarizedsimulationresults:

� MSGPR in the proposedarchitecturegreatly improves
delivery ratio in the ad hoc with little cellular overhead.

� When making routing decision,MSGPRshouldusethe
longesthop distance.Very little margin is neededfor the
maximumhopdistanceandthemaximumradiocoverage.
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� Long position updateperiod may decreasethe network
delivery ratio and increasethe cellular overhead.The
effect is not signi�cant becauseof the ability of quick
routing re-selectionin the proposedrouting scheme.

� MSGPR is robust against the attack of false position
information. Intrusion detection is neededonly when
thereare large numbersof maliciousMTs.

VI . CONCLUSIONS

A novel network architecture–thecellular-aidedmobile ad
hoc network (CAMA)–is proposed.In this architecture,a
cellular network is overlaid on the ad hoc network and a
mobile ad hoc agent(CAMA agent)in the cellular network
will managethe control signaling for the ad hoc network.
Datatraf�c remainsin theadhocnetwork. Whenapplyingthe
architecture,the ad hoc network performancecan be greatly
improved with limited cellular overhead.This architectureis
also less vulnerablethan a pure ad hoc network becauseof
theavailability of a centralcontrol point. The possibleattacks
on the architectureandthe proposedsolutionsareaddressed.
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