ACM MOBILE NETWORK AND APPLICATIONS

Integrating HeterogeneoulVirelessTechnologiesA
Cellular Aided Mobile Ad hoc Network (CAMA)

BharatBhamgava, Xiaoxin Wu, Yi Lu, and WeichaoWang

Abstract— A mobile ad hoc network is a collection of wire-
less terminals that can be deployed rapidly. Its deficiencies
include limited wireless bandwidth efficiency, low throughput,
large delays, and weak security. Integrating it with a well-
established cellular network can improve communication and
security in ad hoc networks, as well as enrich the cellular
services. This research proposes a cellular-aided mobile ad hoc
network (CAMA) architecture, in which a CAMA agent in the
cellular network manages the control information, while the data
is delivered through the mobile terminals (MTs). The routing
and security information is exchanged between MTs and the
agent through cellular radio channels. A position-based routing
protocol, the multi-selection greedy positioning routing (MSGPR)
protocol, is proposed. At times due to the complicated radio
environment, the position information is not precise. Even in
these cases, the MT can still find its reachable neighbors (the
association) by exchanging "hello” messages. This association
is used in complement with the position information to make
more accurate routing decisions. Simulation results show that
the delivery ratio in the ad hoc network is greatly improved with
very low cellular overhead. The security issues in the proposed
architecture and the corresponding solutions are addressed. The
experimental study shows that CAMA is much less vulnerable
than a pure ad hoc network.

Index Terms— heterogeneous networks, ad hoc networks, cel-
lular networks, quality of service, security

|. INTRODUCTION

Futurewirelesstechnologyaimsat providing anumbrellaof
servicesto its users.Ad hoc networks have becomeattractive
for their potential for commercial applications.Routing in
ad hoc network is a challengedue to the mobility of users
and the lack of central control. Different routing protocols
are proposedn [8],[36],[37],[43]. Theseapproachesufer in
network performancehatincludeslargeroutingoverhead|ow
throughput,and large end-to-enddelay In ad hoc networks,
theissuef quality of service(QoS)[39] andsecurity[50] are
evenmorecomplicatecbecausef the lack of reliablemethods
to distribute informationin the entire network.

The integrationof heterogeneousirelesstechnologiesan
improve the network performance thereby meetingthe de-
mandsdfor differentquality of service(QoS).Thisresearchpro-
posesa novel integratedarchitecturecalledthe cellular aided
mobile ad hoc network (CAMA), to improve ad hoc networks.
The architectureuses the idea of “out-of-band signaling”
(over a cellular network). This enablesan ad hoc network
to improve the quality of network control and management.
An analogycan be dravn to the Signaling System7 (SS7),
a commonarchitecturefor out-of-bandsignalingin support
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of the call-establishmenthilling, routing, and information-

exchangefunctionsof the public switchedtelephonenetwork

[14]. Anotherimportantfeatureof the proposedarchitecture
is the availability of global informationfor the entire ad hoc

network.

A typical CAMA architectureis shovn in Figure 1. It is
operatedn placeswherea mobile ad hoc network overlapsa
cellular network. The senersthat arein chage of operating
CAMA, called CAMA agents,are deployed in the cellular
network. Each CAMA agentcovers a numberof cells and
knows which mobile ad hoc user(MT) is a registeredCAMA
user To get more user information, an agent should be
connectedvith a homelocationregister(HLR). Theseagents
collect information for the entire ad hoc network and are
involvedin its authenticationrouting, and security MTs may
contactthe CAMA agentghroughthe cellularnetwork's radio
channelgo exchangethe control information. As the CAMA
agentcanwork as a position information sener, positioning
routing will be appliedin this architecture.

CAMA is operatedin areaswell covered by a cellular
network, suchas metropolitanareas.The centralizedCAMA
agentis an easy solution for authentication,authorization,
and accounting(AAA) in ad hoc networks, yet AAA is very
dif cult to implementin the pure ad hoc networks. Lack
of AAA hasbeena major obstaclefor commercialad hoc
networks. On the other hand,low-cost, high-data-ratead hoc
channelis suitable for wireless multimedia services.These
servicesover the ad hoc channelcan be supplementaryto
the normal cellular network services. Other than peerto-
peer communicationsin CAMA ad hoc networks, special
MTs can also act as Internet accesspoints, through which
other MTs canconnectto the IP network, insteadof through
expensve cellular channelsThe additionalload of control to
the cellular network is compensatedby the pro ts generated
by the integratednetwork.

The proposedarchitectures differentfrom wirelessLANs
[2], [11]. In WLAN, all the control and datapaclets have to
go through x ed accessoints.In CAMA, only control data
goesthrough a cellular basestation, while all other datais
keptin the ad hoc network.

CAMA s different from the ad hoc networks with x ed
nodes(i.e., sener accessoints), which act as basestations.
In suchanadhocnetwork, the mobileadhocusersmight have
no ideawhethera x ed nodehasjoined the network or not.
The x ed nodesare dif cult to accessecausdhey have the
samewirelesschannelcoverageasthe mobile ad hoc users.

CAMA cangreatlyimprove ad hoc routing and securityby
using ef cient out-of-bandsignaling and centralizedcontrol.
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Fig. 1. Cellularaided mobile ad hoc network.

Theseare discussedin the following sections.In addition,
CAMA canimprove the ad hoc network in:

Synchronization The clock for all ad hoc userscan be
adjustedaccordingto that of the cellular network in one
step.

Authentication In CAMA, MTs cango throughthe same
authenticationprocedureas in cellular networks. The
MTs canalsobeauthenticatedby specialMTs, which can
be reachedeasily by an entrantMT throughthe cellular
radio channel.

Power saving The transmitting power of MTs can be
estimatedsince the distancebetweenary two MTs is
known. Additionally, in ary new route discovery, the
intermediateMTs neednot receve and forward routing
paclets.

Radio resource allocation The centralizedCAMA agent
canguide MTs to accesghe properad hoc channelsin
networks which have more than one ad hoc channel.
Broadcasting and multi-casting Data can be sent to
the basestation(BS), andbroadcasbr multicastthrough
the cellular radio channel.No further dataforwardingis
needed.

Finding cluster head in clustered ad hoc routing In
clusteredad hoc routing [27] [29], the CAMA agentcan
determinethe clusterheadssinceit hasthe information
of MTs, e.g.,positions,stability, and power. On the other
hand,clusteredoutingmayimprove CAMA. The CAMA
agenthasto communicateonly with clusterheads,thus
reducingthe load in the cellular network.

CAMA is very feasible.Comparedto the size of a cell in
a normal cellular network, the size of an ad hoc network is
relatively smallbecaus®f the shortertransmissiordistancelt
is probablethatonecell coversan entiread hoc network. This
malkes the operationfairly easybecauseall the MTs have to
connectto only oneBS. It is alsopossiblefor a cell to cover
more than one ad hoc network. For larger ad hoc networks
which crossmorethanonecellular cell, the CAMA agentcan
collect the information from all BSsinvolved.

The UMTS network has synchronizationand broadcast
channels.Thesecan be directly usedby the proposedarchi-

to exchangeinformation with the CAMA agents.For a 2G
cellular network (e.g., GSM), a numberof channelscan be
resened for CAMA implementations.

Today's semiconductordesigntechnologymakes building
mobile terminalsthat carry multiple transmittersandrecevers
quite easy Mobile terminalscan alsorun different protocols.
On the other hand, it is commonfor different networks or
operatorso cooperatewith eachotherin providing a certain
service An exampleis theglobalroamingservicefor acellular
user Thereshouldbe no problemfor the futureadhocnetwork
to cooperatewith the cellular network in servicemanagement
(e.g.,billing).

Additionally, the servicesprovided by cellular networks are
no longerrestrictedto voice servicesThe new businessmod-
els in internationalmobile telecommunicatioIMT) enable
cellular userswith a simple userID to get authorizedto use
different serviceson different mobile terminals (if needed).
The ad hoc servicecanbe addedto the original phoneservice
without assigningthe useranotheruser|D.

The restof the work is organizedas follows. In sectionll,
we briey review the previous work related to integrated
networks, positioningrouting, and security In sectionlll, we
describethe positioningroutingin CAMA. In sectionlV, we
go through somesecurityissues.Iln sectionV, we showv the
major simulationresults.In sectionVI, we concludeour work.

II. PREVIOUS WORK
A. Heteiogeneoudntegrated WirelessNetworks

Heterogeneousintegrated wireless networks have been
widely applied and studied. Examplesof applicationof in-
tegratedtechnologyare AMPS/IS-95 cellular network, global
positioningsystem(GPS)appliedin cellular network to pro-
vide positionservicesandsatellite/cellulametwork [15], [42].
Thereis also a growing interestin the integration of cellular
network and wirelessLAN (WLAN). The Universal Mobile
TelecommunicationSystem (UMTS) [12], [20], [41], also
called the 3G cellular network, is able to provide different
services(voice and dataservices)on its own. However, due
to the limited radio bandwidth,the network cannotaccom-
modatea large numberof userssimultaneouslyespeciallyfor
applicationsrequiring fastdatatransmissiorrate. In addition,
the service cost is high. As a supplementto the cellular
network, WLAN may provide serviceswith high transmission
datarate at a relatively low cost. The integrationof thesetwo
heterogeneousetworks can provide betterserviceby having
mobile usershandof backandforth betweenthe networks to
getthe desiredserviceq33], [38] and[47]. However, WLAN
has a very small radio coverage(especiallyin urban areas)
and canonly provide servicesto usersvery closeto its x ed
accesgoints.To be ableto sene mostof the usersin suchan
integrated network, a high density of WLAN accesspoints
have to be deployed. This leadsto the increasedcost and
reducecef ciency of the x edinfrastructureTo overcomethis
drawback,an ad hoc network canbe usedinsteadof WLAN.
In the ad hoc/cellularintegrated network, multi-hop ad hoc

tecture.UMTS alsohasup-link anddown-link common-share links virtually extend the radio coverage.The mobile users

channelsfor short messagesMTs may use these channels

outsidethe radio coverageof serviceaccessoints ( x ed or
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mobile) canalsobe accessethroughintermediatdorwarding.
Peerto-peer service can be achieved directly through the
ad hoc network without going throughthe cellular network.
Additionally, the ad hoc channelsmay be usedto forward
trafc betweencells to get load balancingin the cellular
network. This furtherimprovesthe cellularnetwork's capacity
The researchof integrated ad hoc/cellular network can be
found in [17], [45], and [46]. Theseworks focuson how ad
hocnetwork may enhanceellularservicesTheapproachmay
be called ad hoc aidedcellular networks.

B. Ad hoc Routingwith Positioning Information

The global positioning system (GPS) [1], [35] has been
widely usedfor positioning service.Basedon the receved
satellite signals, an object may determineits own position
throughthe built-in GPSchip. With the help of GPS,a source
MT may know where the destinationMT is and make the
proper routing decision. Such a routing methodis called a
GPS-aidedpositioning routing. A greedy perimeterstateless
routing (GPSR)protocolis studiedin [10]. In GPSR,The next
hop of arouteis alwaysthe MT closestto the destination An
MT needsto know the preciseposition of all the other MTs.
The authorsmake an assumptiorthat there exists a position
sener. In [22], a sourceMT is assumedo know the position
of the destinationMT. Routingrequestsarenot ooded in the
network, but forwardedonly towardsthe destinatiornto reduce
the routing overhead.In [19], a positioningrouting protocol
similar to that in [22] is studied.Otherworks on GPSaided
routing canbe foundin [26][28].

Positionmanagemeris studiedin detailin [7],[25]. In [25],
a distributed location sener modelis describedAn MT uses
other MTs within a certainareaas its location seners. The
MT will sendits positionto theselocationsenersperiodically
OtherMTs canknow this MT' s positionby reachingary of its
locationseners.In anotheldocationmanagemerdapproach7],
eachMT hasa virtual homeregion (VHR) with a x edcenter
An MT updatests positionby sendingpositionadwertisements
toits VHR. In bothpapersMTs have to know theapproximate
coverageof the ad hoc network. Thereis a relatively large
overheadfor location updates.

In an ervironmentwhere GPSis not available, suchas an
indoor of ce, relative positioninginformation canbe usedby
the ad hoc network to determinerouting. A self positioning
algorithmis usedto calculatethe relative positionsfor MTs
in [7], so that a network coordinate system can be built
for location information. In anotherpaper[43], the authors
proposea routingtechniquebasedn the associatioramongad
hocusersnsteadof the precisdocations.This routingprotocol
is called associationbeaconingrouting (ABR) protocol. In
most existing ad hoc routing protocols, there is a “hello”
messagethat may help an MT get information about its
neighbors.Yet it is dif cult to achieve link-state routing in
ad hoc networks becauseof the dynamictopology and slow
information distribution.

In previous works, thereis no speci ed centralizedsener
providing global information, so a positioningrouting based
on the preciseglobal positioninformation cannot be applied.

C. Security

Ad hocnetworksare particularlyvulnerableto attacks.This
is due to its featuresof open medium, dynamic changing
topology cooperatie algorithm, lack of centralized moni-
toring and managemenpoint, and the lack of a clear line
of defense.Security in a pure ad hoc network also suffers
from the slow information distribution, i.e., MTs may not
be informed about an attack even after the attack has been
discoveredfor sometime. Securityin ad hoc network canbe
achieved in two ways: 1)By preventing the ad hoc network
from attacks (pro-active security) and 2)By detecting the
intruders or malicious usersand excluding them from the
network (reactve security). The researchfor the pro-actve
securityis mainly aboutkey implementationand distribution.
The researchfor the reactve security is mainly about the
architectureto monitor the network, the information to be
collectedfor intrusion detection,and the proper reactionsto
attacks.

Somegeneralissuesand proposedsolutionsfor securityin
ad hoc network canbe foundin [21]. In [4] and[16], the ad
hoc group key distribution without ary certi cation authority
(CA) is describedThe ef ciency of the key establishmentgs
also studiedin [4]. However, thesekey distribution schemes
only work for small ad hoc user groups, where userscan
contactdirectly with eachother In [23], [40] and [50], the
thresholdcryptography(see[13))is proposedfor ad hoc key
managementA usercanonly recover the key afterit contacts
anumberof key seners(or key-shareholders).This improves
thenetwork's robustnessincethe dangerof onecompromised
key sener destrging the overall key managemensystem
is excluded. Yet there may be key assignmentfailure, and
assigningproper key senersis not an easytask in ad hoc
network. In [18], a decentralizeckey agreementschemeis
studied.EachMT hasa trustedgrouparounditself. Two MTs
exchangetheir public keys by meming their trustedgroups,
thuseachMT doesnot have to keepthe public keys for all the
otherMTs. The drawbackof this schemds thattheremay be
key agreementailures,especiallyin larger ad hoc networks.

In ad hoc networks, routing is a major security concern.
In [34], a securityassociatiorbetweenthe MT initiating the
routing queryandthe soughtdestinationMT is built by using
messageauthenticationcode. Two mechanismsare used to
secureAODV routing messaged [48]: digital signaturego
authenticatéhe non-mutableelds of the messagesasndhash
chain to securethe hop countinformation. Both schemesn
[34] and [48] aim at preventing the intermediateMTs from
addingfalserouting informationbasedon the assumptiorthat
thereis a previous key agreementbetweenthe sourceand
destination.An authenticatedink-level routing protocol is
proposedin [6] to securethe binding of IP addressesand
MAC addressef ad hoc networks.

For reactive security a generalarchitecturefor intrusion
detectionin ad hoc network can be found in [49]. EachMT
has its own intrusion detectionsystemto monitor its local
ervironment,and at the sametime, to exchangethe intrusion
information with its neighboringMTs. The overall intrusion
detectionsystemis complicatedand it dependson the trust
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betweenthe neighboringMTs. A similar intrusion detection
architectureis discussedn [3].

Thereis routing misbehaior whenthe maliciousMTs may
drop, modify, or misroute paclets in an attemptto disrupt
the routing service.In [5], suchrouting misbehaior can be
mitigatedby anadaptve probingtechniqueusedto identify the
exact fault link in a multi-hop routing failure. In watch dog
schemd30], an MT listensto its next hop MT to make sure
it forwardsits paclets correctly This consumesnore power
becausean MT hasto receve the samepaclet twice, i.e.,
from both its previous hop andits next hop.In [9], a protocol
similar to the watchdog protocol,the Grudge-birdprotocol,is
proposedto improve the securityfor dynamic sourcerouting
(DSR) protocol. The vulnerability and protectionin ad hoc
on demandvector routing (AODV) protocol is investigated
in [44]. In all the relatedworks, the reactionof the intrusion
detectionis to excludethe maliciousMTs (links) from routing
or network services.

Previousresearchhaspointedoutthedif culty in enhancing
security in an ad hoc network. This is becauseof lack of
the centralizedCA and security control point in a pure ad
hocnetwork. Thedistributedsecurityarchitecturecanimprove
the ad hoc network security However, the tradeof is long
decision time, increasednetwork overhead,and inaccurate
securityjudgment.

I1l. POSITIONING ROUTING IN CAMA
A. Centrlized Positioning Routing

In CAMA, positioningrouting is more feasible since the
CAMA agentmay work asa centralizedpositioninginforma-
tion sener. An MT can nd its precisegeographicaposition
throughGPS!. The positioninformationis sentto the CAMA
agentthroughthe BS. An MT's positioncanalsobe found by
the cellular network usingthe recentcellular positionservice.
Distinct from the positioning routing used in the pure ad
hoc network, in CAMA routing, the currentposition of each
MT can be well known. An initial route from a sourceto a
destinationcan thus be determinedeither by CAMA agents
or by MTs. If the routing is determinedby MTs, the BS
will have to broadcasthe mostupdatedpositioninformation.
Basedon the receved information, eachMT malkes its own
routing decision.

In this work, CAMA agentis consideredto be making
the routing decision. Comparedto MTs, the CAMA agent
has more completeglobal information for the entire ad hoc
network. This centralizedrouting mechanismalso brings ad-
vantagesof routing optimizations, security radio resource
allocation and power savings. Additionally, the centralized
routingschemaloesnot needthe periodicdownlink broadcast-
ing of the positioninginformation which normally consumes
large cellular radio bandwidthand MT power. However, the
centralizedcontrol has its disadwantage.An MT may have
to wait for a long time to get the routing decision from
the CAMA agentif too mary MTs sendrouting requestsat
the sametime. The delay is mainly causedby the bacloff

1The future 3G cellular network servicesinclude MT position service.
However, in this paper we focuson GPS.

MTA: A(X,Y,2)

Neighboring MT Position d Ad
B B (x,y,2) dag Adyg
E E(xy,2) dae Adpe
F F(XYy, 2) dar Adpe

Fig. 2. Routingtablefor MT A.

delay dueto the uplink transmissiorcollision. In the caseof
a CAMA agentserving MTs from more than one cell, the
delay alsoincludesthe uplink requestqueuingdelay and the
downlink reply queuingdelay If the downlink delay is too
high, theroutemayloseits contemporarines# new routehas
to be determinedby the updatedposition information. From
the point of view of security the centralizedrouting decision
schememay suffer the attackof denial of service(DoS).

In arealwirelessnetwork, especiallyin the urbanarea,two
geographicallycloseMTs may not reacheachothervia radio
dueto the comple radio propagatiorervironment(e.g.,radio
block). To improve the GPSroutingcorrectnesd\iTs cansend
“hello” messagego their neighborsto make sure they are
reachabldo eachother (seemethodin [43]). This association
information is sentto the CAMA agentwith MTs' precise
positions,so that the CAMA agentmay know exactly what
link exists, and make more accuraterouting decisions.This,
however, increasedhe overheadin both the cellular network
and the ad hoc network. It should be noted that basedon
associationbetweenMTs, the CAMA agentmay also make
the routing decisionsthroughlink staterouting methods(e.g.,
shortesipathopen rst (OPSF)).The methodis not asstraight
forward as GPSpositioningrouting andwill be studiedin our
future work.

B. Routing Algorithm: Multi-Selection Greedy Positioning
Routing(MSGPR)

For eachMT, the CAMA agentkeepsthe position infor-
mation table (showvn in Figure 2). The table includes this
MT' s position,the IDs of its neighboringMTs within its radio
coverage,the positionsof its neighboringMTs, the distance
d from the MT to its neighboringMTs, and Ad, the change
of distancebetweenthe MT and its neighboringMTs based
on the last two position updates An MT's neighborscan be
its next hop only whend + Ad < d.., whered,. is a distance
thresholdvalue within which two MTs can build a link with
a requiredquality . This tableis updatedwhenever thereis a
positionupdatefor arny of the membersn the table.

It is shown in [24] that GPSRmay not nd the bestroute.
Additionally, GPSR considersthe distanceas the only rout-
ing judgmentcriteria. A novel routing algorithm—themulti-
selectiongreedy positioning routing (MSGPR) algorithm—is
proposedor GPS-aidedyosition routing whenusing CAMA.
In MSGPR, for a resourceMT, n of its neighboringMTs
which areclosesto the destinatiorarefound at the beginning,
asits next hops.Thesen MTs form an original searchingset.
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Fig. 3. MSGPRwith n = 2.

For eachMT in theoriginal searchingset,n of its neighboring
MTs which are closestto the destinationare found, which

alsoform an original searchingsetwith no morethann x n

MTs (someMTs may be selectedby more than one MT at

the previous hops). From this original searchingset, only

n MTs closestto the destinationare kept as the selected
searchingset. So n different routesstarting from the source
are kept. For eachMT in the selectedsearchingset, againn

of its neighboringMTs which are closestto the destination
are found. The procedureis repeateduntil the destinationis

includedand a maximumof n differentroutescan be found.
In the route searchingprocess the route diversity is kept as
high aspossible.

An example of this routing schemeis showvn in Figure 3
with n = 2. Theoriginal searchingsetsandselectedsearching
setsaftereachstepsare:(B;C) and(B;C); (F;H;E;D) and
(H;E); (G;N;1;K) and(G;1); (L; T;J) and(T). The two
selectedroutesare:S - B - H -G —T andS - C —
E—-1—-T.

To rankthesen selectedoutes,the mostimportantcriteria
considereds the paclet end-to-enddelay Ignoring the propa-
gationdelay the end-to-endlelaydependon thetransmission
delay and the back-of delay The transmissiondelay is the
delay when a paclet is transmittedand receved. It depends
on the numberof hopsin the route (assuminghe x edadhoc
channebandwidthandthe x eddatapacletlength).Theback-
off delayis causedby the collision during the accesgrocess
andit dependson the densityof MTs aroundthe link andthe
correspondingraf c. To conductrouting optimization,a new
metricis added-theaumberof reachableneighboringMTs for
an MT in the route.If this numberis too small, therewill be
lessroutediversity, or in theworstcase no routecanbefound.
If the numberis too large, theremay be a lot of transmission
collisions and a large bacloff delay The experimentalvalue
for the averagebacloff delay with differentnumberof MTs
using CSMA/CA canbe found by simulation.The end-to-end
delayfor aroutecanthenbeestimatedy knowing the number
of hopsandthe numberof surroundingneighboringViTs along
theroute.After rankingthe routes the CAMA agentsendshe
sourceMT theroutewith the highestrank. If the routecannot
go through becauseof radio block, or becausethe route is
broken dueto mobility of MTs, the sourceMT reportsto the
CAMA agent.Whenthereis no position update,a new route
selectedrom the restof the routesthatdo notincludethe bad

link is sentto the sourceMT. Otherwise,new routeshave to
be found againby usingthe routing searchalgorithm.

C. TheProcedue for Making Routing Decisions

Whenan MT needsto senddatato its destination,it will
senda routingrequesto the CAMA agentthroughthecellular
radio channel The channelcanbe the randomaccesshannel,
the uplink commonpacket channel,or a pre-assignedrafc
channelin UMTS. CSMA/CD can be the random access
technologyfor the cellular uplink access.The MT will re-
sendtherouting requestf it doesnotreceve theroutingreply
after a time-out. The failure to receve a routing decisionis
causedmainly by collision with the hidden MTs. However,
the hiding terminal problem here is not as seriousas that
in WLAN sincethe cellular radio coverageis large enough
comparedto the size of ad hoc network. The CAMA agent
replies to the MT with a complete route including every
intermediateMT through the forward accesschannel, the
downlink sharedchannel,or a pre-assignedrafc channelof
the cellular network. Sincethe positionsof all the MTs are
well known, the distancefor eachhop is alsoknown andthe
transmissiorpower of eachMT can be estimated.

To further save power, MTs may “sleep” but listen to the
cellular channel(e.g., the broadcastchannelor the paging
channel)periodicallywhenthey arenotincludedin ary active
routes. When a new routing decisionis made,the BS will
pageall theintermediateMTs on the routewith the destination
MT by broadcastingheir IDs. TheseMTs will “wake up” to
receive andtransmitthe datapaclets.After all the pacletsare
receved by the destination the routewill be releasedandall
MTs on the route “sleep” again. The routing information is
carriedin the headerof eachdatapaclet, asis in DSR [8].
The intermediateMTs readthe routing decisionto nd their
next hop, aswell asthe recommendedransmittingpower.

D. Position Update

Positionupdateis neededwhenan MT moves away from
its previous position. For the GPS-aidedpositioning routing,
an MT hasto sendits new position to the CAMA agent
throughthe cellular channel.The new positionsare updated
periodically with atime thresholdvaluefor the updateperiod.
This valueis basedon the given probability of wrong routing
decisioncausedby out-of-datepositioninformation being no
more than a value p,;. It mainly dependson the network
traf c, i.e., how often a new route hasto be determinedand
how oftenan MT is includedin a new route.

It is possiblethat whenit is time for an MT to updateits
position,it remainscloseto the positionin its previousupdate.
A new positionupdateis notnecessargincethereis no change
in routing topology and position updatebrings signalingand
operatingload to the cellular network. To determinewhether
a positionupdateneedsto be sent,anotherthresholdvalue of
thedistancebetweeran MT' s updatedbositionandits position
during last updateshould be de ned. This thresholdvalueis
basedn therequirementhatthe probability of a one-hoplink
breakdue to the non-updatedositioninformation shouldbe
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Fig. 4. An exampleof movementsfor ad hoc MTs.

no greaterthanp. 4. It shouldbe adaptve in the networks with
differentMT mobility patterns.

The thresholdvaluescan be estimatedmathematically To
determinethe time thresholdvalue, we assumethat is the
mean of a Poisson paclet arrival to each MT, and m is
the averagenumberof hopsin eachlink. The time intenal
betweenary two casesn which an MT hasto be active in a
routeis approximatelynegative exponentiallydistributed with
a meanof 1=( x m), so that the time thresholdvalue can
be calculatedby solving the equationl —e * ™ * = p.,.
For the distancethresholdvalue, we assumethat the original
positionsfor two connectedMTs are A and B. After a while
thesetwo MTs move to the new positionswhich areA' andB'
respectiely, asshavn in Figure4. The new distancebetween
thesetwo MTs, d40p0, is thatin Eqgn. 1.

Assumed g, da a0, dgpo, ' 4," p areindependentandom
variables with known distributions, the probability density
function (PDF) for d 4050 < r underdifferentdistancethresh-
old values can be numerically calculated,where r is the
maximum ad hoc radio coverage.From the PDF function,
we can nd the thresholdvalue d, for d440 and dgpge So
that p < p,4. A numericalresultof the percentagef a link-
break againstdifferent distancethresholdvaluesis showvn in
Figure5.

Specialupdatesnay be neededvhentheradio ervironment
for an MT changessigni cantly (e.g., when an MT turns
a corner or goesinto a building). Thesechangescan only
be measuredy sending“hello” messagebetweenMTs for
reachableneighbors.

IV. SECURITY IN CAMA

Cellular networks have their own security concernsand
solutions.In CAMA, our concernis for securityissuesrelated
to the ad hoc network. Comparedto pure ad hoc networks,
achieving security in CAMA is much easier becausethe
CAMA agentcanwork asa centralsecuritycontrol point for
key distributions and intrusion detections.The CAMA agent
can also broadcasthe informationthrough BS whenever the
network securityis threatenede.g., when an intrusionis de-
tectedor a comprisedMT is found. Moreover, the positioning

0.2
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The probability of link break

0.1

0.05-

0 L L L L L L L
20 40 60 80 100 120 140

Distance threshold value (m)

Fig. 5. Probabilitiesof link breakvs differentdistancethresholdvalues.The
initial distances Poissordistributedwith a meanof 150m,andthe maximum
radio coverageis 250m. ¢ is uniformly distributed between[0, 27].

routing is lessvulnerablethan otherad hoc routing protocols
suchasthe AODV protocol.Yet CAMA hasits uniquesecurity
weaknessedn casesvhenthe GPSsignalsareinterferedsuch
that MTs cannotcalculatetheir own positions,the GPS-aided
positioning routing will not work at all. This problem can
only besolvedby increasingherobustnes®f GPStechnology
[31] [32]. Anothersecurityweaknesaffecting CAMA is that

the CAMA agentmay be the target of attack for denial of

service(DoS). This doesnot happenin puread hoc networks.

However, the connectionbetweenthe CAMA agentand an

MT is very short, and the number of MTs in an ad hoc

network normally is not very large. Thereforeiit is lesslikely

for CAMA to suffer DoS than doesthe wired network.

This sectiondiscusseghe security problemsand the pro-
posedsolutionscausedoy the falsepositioninformation sent
by MTs, by MT's Byzantine misbehaior, and by ad hoc
channellamming.lIt is assumedhatthereis no error or radio
block problemin the radio channelsandthe maliciousMTs
do not collaboratewith eachother

A. Routing Security Against the Intended False Positioning
Information

Dueto the dynamicrouting topologyin an ad hoc network,
an inside attack on routing information is one of the major
security concerns.The routing with global positioning infor-
mation makes attack on routing less possible.In the routing
discovery stage,the compromisedmalicious) MTs can only
attackrouting by sendingthe wrong positions.Basedon this
wronginformation,the CAMA agentmay make wrongrouting
decisionsby including the MTs with false positionsinto the
route. If therearerelatively a large numberof compromised
MTs, it may causerouting problem and takes time to nd
the right route. This leadsto increaseccellular overheadand
decrease@d hoc delivery ratio.
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The pro-active solutionfor this problemis to have MTs send
IDs of their reachableneighboringMTs aswell. The CAMA
agentcanusethe network associatiorto make a judgmentas
to whetheran MT is sendingits true positionor not.

The reactve solution is intrusion detection. The CAMA
agentwill try to nd outthe maliciousMTs andexcludethem
from the network. To nd out thesemaliciousMTs, an MT
sendsthe CAMA agenta routing failure reportwhenit nds
thatits next hopactuallydoesnotexist. Thereportis encrypted
to ensurethe originality andthe CAMA agentshouldhave the
public keys for all the MTs. Notethata maliciousMT canalso
sendtheright positionbut falseroutingfailure reportclaiming
that it cannot nd its next hop. If a malicious MT always
behaes maliciously (i.e., always sendsthe wrong position
information or sendthe wrong report), the malicious MTs
can be eliminated easily by keepingthe record of all good
MTs. However, malicious MTs may act more intelligently,
and can act maliciously only occasionally In this case,by
receving eachsinglereport,the CAMA agentcanonly make
therecordof this routing failure andthe link is excludedfrom
the future routing decisionsuntil a locationupdatefrom either
end of this link is receved. The CAMA agentalso makes
guestionmarks on both the MTs and gives them some bad
credits. To encouragean MT to report a routing problem,
fewer badcreditsaregivento MTs thatreportproblems After
a numberof reportsrelatedto the sameMT arereceved and
the accumulatedbad credits for this MT reacha threshold
value,the CAMA agentcan make a decisionthat this MT is
maliciousand shouldbe excludedfrom the network.

The decisionrule can also be made on the premisethat
the probability of a good MT to be judged as malicious
should be no more than a value, p.. The rule for judging
maliciousMTs canbe de ned if the ad hoc network is large
enoughand MTs areuniformly distributed. In this case there
is approximatelyan equalprobability, de ned asp,., for each
MT to be includedin a route. p, is alsothe probability that
a malicious MT who sendsthe wrong position information
to be selectedn a route. For a maliciousMT who sendsthe
right position and is includedin a route, it can be assumed
that this malicious MT has a probability of p; to senda
false report. Then, the probability of a malicious MT that
1) sentthe right position, 2) was selectedin a route, and
3) sent a false report is p,ps. Since malicious MTs are
not collaboratve and thereis no radio block, when an MT
sendsa routing failure reportclaiming it cannot nd its next
hop, the probability that the senderis malicious and sends
the false reportis p,.ps=(p, + p.ps) = Ps=(1 + ps). The
probability that the senders next hop is maliciousand sends
the wrong positionis p,=(p, + p,py) = 1=(1+ py). Note that
pr=(1+ps) < 1=(1+ py). It is consistenwith the rule that
less bad credits are given to the reporters.For an MT, if it
sendsthe reportm timesandis reportedas the non-&isting
next hop n times, the probability thatit is a good MT, P is:
P = (pr=(1+ps))" (1=(1 + pg))"™:

When P is smallerthan p,, the CAMA agentcan make the
decisionthat this MT is malicious and should be eliminated
from the network. This rule of judging maliciousnessvill not
be precisein caseof small sized networks or un-uniformly

distributedMT patternsSincein thosecasessomeMTs (e.g.,
MTs close to the center of the network) may have more
chancef beingincludedin a route.

B. SecurityAgainstByzantineBehavior

In CAMA, an MT getsto know the route from the CAMA
agentandthis routeis carriedin the headerof the datapaclet.
The MTs on the route can read the routing decision from
the paclet header thereby knowing where the next hop is.
To prevent the routing information from being changedby
the intermediatemaliciousMTs, the informationis encrypted
using the sourceMT's secretkey. The CAMA agentsends
the sourceMT's public key to the intermediateMTs when
it pagesthem to wake up. The intermediateMTs can read
the routing information, but cannotchangeit. It is possible
that an intermediatecompromisedMT interruptsthe routing
information suchthat the MT on its next hop cannotreadit.
In this case the next hop MT will reportto the CAMA agent
throughthe cellular channel.The rule for judging a malicious
MT is the sameasthat usedin detectingMTs who sendthe
falsepositioninformation.

The intermediatecompromisedVITs canalso interruptthe
data. Watch Dog schemein [30] can be usedto avoid this
attack.The disadwantageof “Watchdog” is discussedefore.
If the watch dog schemeis not used,the corruption of data
will not be found until the destinationMT tries to decrypt
it. This is becausedata shouldbe encryptedby a secretkey
only known to the sourceand destinationMTs. Without any
centralcontrol point, to nd out questionableMT is dif cult.
The sourcemay have to ask every intermediateMT to send
a copy of its receved datapaclet to matchwith the original
one.In CAMA, with the help of CAMA agent,the bad link
canbe found moreeasily Therearetwo waysto detectsucha
badlink: the downlink datamatchandthe uplink datamatch.

In the downlink datamatch,the CAMA agentbroadcasts
the Hash codefor the original paclet to all the intermediate
MTs. TheseMTs cancomparetheir own Hashcodeswith the
right one.MTs thensenda message&on rming to the CAMA
agentwhetheror notthey recevedthe correctdatapaclet. This
messagenay containonly onebit of information (0 or 1) and
canbe piggy-bacledin someotheruplink messagege.g.,the
positionupdatemessageBasedon theinformationit collects,
the CAMA agentcan nd questionableMTs. The downlink
datamatchmethodoccupiedesscellular radio bandwidthbut
doesnot work when there are more than one maliciousMT
in the route since maliciousMTs may intend to sendwrong
messages.

In the uplink data match, the intermediateMTs sendthe
CAMA agentthe Hash codesgeneratedrom the datathey
receved and the CAMA agentmakes a comparisonto nd
outwhichintermediateMT recevedthe corrupteddatapaclet.
Notethata maliciousMT canonly sendafalsemessagevhen
it recevesa gooddatapacket, but it sendsawrongHashcode.
It is easyto make the decisionrule for the uplink datamatch,
which is:

From the MTs that sendthe right Hash code the one closest
to the destinationand its next hop (this next hop MT senta
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Fig. 6. Exampleof Hashcodecomparison.

wrong Hash code) are questionableand the MTs betweenit
and the source that sendwrong Hash codesare malicious.

The uplink and downlink data match are comparedgiven
the example Hash code comparisonshavn in Figure 6. In
Figure 6, a sourceS sendsa data paclet to the destination
T throughintermediateMTs A, B, C, and D. T receves a
corrupteddatapaclet so a downlink datamatchis used.1 is
usedwhenan MT claimsthat it receved a good datapaclet
and 0 is usedwhen an MT claims it received a corrupted
datapaclet. For the downlink match,it is dif cult to make a
decisionsinceall A, B, C, D arequestionableWith the uplink
match,we know B is maliciousandC, D arequestionableThe
uplink datamatchsimpli es thejudgingrule, but it needsmore
uplink cellularbandwidthsinceall the intermediateMTs have
to sendtheir Hashcodesto the CAMA agentseparately

C. Anti-Jamming

One critical weaknesdor currentad hoc routing is in its
MAC layer, wherea CSMA/CA randomaccesgechniqueis
used. An outside attacler can simply send strong noise to
jam the ad hoc wirelesschannel. All MTs nearbywill detect
that the channelis busy and basedon CSMA/CA rule, they
will back-of. If the attacler keepson sendingthe strongbut
meaninglessignal, all the MTs aroundit can not senddata
at all.

If thereis only one channelin the ad hoc network, the
problemcannotbe solved. However, if morethanonechannel
canbe used,andthereis goodmediumaccessontrol scheme
for ad hoc networks with multiple channelsthe MTs canpick
anotherchannelto avoid the channeljamming. The problem
is: how doesthe recever know it should switch to another
channel?Additionally, sometimesit is dif cult for MTs to
tell whetherthe noise comesfrom the attacler or it is just
the datasentby its neighboringMTs. In CAMA, the CAMA
agentmalkes the routing decisionsand keepsall the routing
information.After the CAMA agentrecevesareportthatthere
is a possiblejamming, it may checkits routing recordto nd
out whetherit is arealjammingor it is becausef high traf c
density The BS may broadcastarningof the jammingsothe
MTs canswitch channelsMT pairsthen exchangemessages
through cellular channelsto decide exactly whento switch,
andwhich channetto switchto. MT pairscanjump amongthe
channelgto avoid future jamming.A good jumping sequence
canbe usedto keepthe attacler from chasingthe MTs.

There is also a possibility that an attacler may jam the
cellular channelbut it is dif cult for the attacler to jam both
the cellular channelandthe ad hoc channelat the sametime.
In a casewhen the attacler jams all the ad hoc channels,
datacanstill be transmittedhroughthe cellular channelor, at
leastthe CAMA agentcaninform MTs to give up accessing
attempts.

V. IMPORTANT SIMULATION RESULTS
A. Geneanl SimulationModel

The most recentversion (2.26) of the network simulator
ns2is usedfor the experimentalstudy We simulateanad hoc
network with 100 MTs residingin anareaof 1000m x 1000m.
EachMT moveswithin the area,with a randomdirectionand
arandomvelocity uniformly distributedbetweer) anda max-
imum value.Without ary speci cation,this maximumvalueis
3m=s, the speedfor pedestriarusers.The ad hoc channelhas
a x eddatarate of 1M b=s The wirelessinterfaceworks like
the 914 M H z LucentWaveL AN, with a nominalradio range
of 250m. MSGPR(multi-selectiongreedypositioningrouting)
under CAMA environmentis comparedwith two other ad
hoc routing protocols, AODV and DSR. The searchingset
for MSGPR is set large enoughso that the best route can
alwaysbefound. We assumehat positionupdatesandrouting
requestscan always be sentsuccessfullyto the CAMA agent
at their rst attempts.In this work, the casethat MTs send
their associationsvith neighboringMTs is not included.

B. Delivery ratio and cellular overhead

The delivery ratio (goodput)andthe correspondingouting
overheador MSGPR,AODV, andDSR areshowvn in Figure7
and Figure 8. The routing overheadfor MSGPRincludesthe
routing requestsyouting replies, and position updatesgoing
throughthe cellular radio channel.lt is shavn that MSGPR
hasa much betterdelivery ratio than AODV and DSR. The
routing overheadin MSGPR s also much lower. When the
numberof active links increasesthe deliveryratio for MSGPR
decreasesas is the casewith AODV and DSR. This is due
to the increasectollision in the MAC layer. The overheadfor
MSGPRincreasesnamginally whenthe numberof active links
increasedueto the increasingnumberof routing requestsand
replies.

Theroutingoverheadn MSGPRIs alsoa costin thecellular
network. The gain when using MSGPR over the AODV and
DSRis showvn in Figure 9. The gainin the ad hoc networks
(the numberof additional bytes delivered successfullythan
would be in AODV and DSR) is approximatelyl0 times as
large as the cellular overheadat the medium network load
and high network load. For networks with low load, the gain
is even larger For commercialwirelessservices,it is worth
using CAMA if a bytein a cellular network is no more than
10 timesthe value of a byte in an ad hoc network.

C. MaximumHop Distance

In greedy positioning routing, an MT always tries to nd
the MT closestto the destinationasits next hop. This reduces
the averagenumberof hopsfor links and improves delivery
ratio. However, if themaximumhopdistances too large (e.g.,
aslarge asthe maximumradio coverage) the link may break
quickly dueto the MT mobility anda new route may have to
be found. An optimum value for the maximumhop distance
needgo befound. Notethatthe actualhop distances smaller
thanthe maximumhop distance.

The paclet delivery ratio using different maximum hop
distancein MSGPRis shavn in Figure 10. The delivery ratio
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increasesvhen the maximum hop distanceincreasesWhen
the maximum hop distanceapproacheghe maximum radio
coverageradius, the delivery ratio drops. Simulation results
shaw thatthe optimumvalueis in therangeof 210m — 240m.

D. Position Update Period

Figure 11 shows the probability of wrong routing decisions
whenusingdifferentpositionupdatetime periods.The wrong
routing decisionsinclude both the routesthat do not work at
all (becausesomelinks actually do not exist), aswell asthe
routesthat are not the optimum ones.The longer the period,
the greaterthe likelihood of a routing decisionbeing wrong
becauseit may be basedon the past position information,
which may not be accurateanymore.The probabilityincreases
whenthe maximumspeedncreasessinceit is moreprobable
thatan MT with a higher speedmovesfurther away from its
previous position, and the link basedon this MT's previous
positionis morelikely to fail.

Figure 12 shows the delivery ratio for different position
updateperiods.A mediumload (20 active links) is considered
for the ad hoc network. The delivery ratio decreasewhenthe
position updateperiod increasesThis is due to the fact that
when the position updateperiod increasesthereis a greater
probability of a wrong routing decision being made based
on pastpositioninformation. In Figure 13, the corresponding
cellular load (routing overhead)is shovn. Whenthe position
updateperiod increasesat the beginning, the overall cellular
overheaddecreasesThereasoris thatthe decreasedverhead
for the positionupdatecompensatefor the increasedouting
requestandreplies.However, whenthe positionupdateperiod
reachesa certain value, the increasedoverheadof routing
requestsandrepliesis more dominant,so the overall cellular
overheadincreases.

E. Rolustnessor GPS-AidedRoutingProtocol

Since the attack on position information is unique to the
proposedarchitecture,in this simulation, the robustnessof
GPS-aidedpositioning routing against the attack of false
positionreportsis tested.The network beingtestedhasa size
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of 100 normalMTs and20 active connectionsAn increasing
numberof malicious MTs join the network and sendwrong
positioninformation.

Figure 14 shaws the relationship betweendelivery ratio
and different numbersof malicious MTs. The delivery ratio
decreasesnly mamginally. This is becausehe routing scheme
hasa quick, self correctingability, i.e., wheneer a badroute
causedby the false position information is found, a new
routecanbe decidedvery quickly. However, this increaseshe
routing overheadbecausemore routing requestsand replies
areneededTherouting overheads shovn in Figure15. Such
an attackcausesnore damageto the network whenthereare
a large number (i.e., 20) of malicious MTs. The detection
methodthen needsto be applied.

F. Simulationsummary

The following is the summarizedsimulationresults:

MSGPR in the proposedarchitecturegreatly improves
delivery ratio in the ad hoc with little cellular overhead.
When making routing decision,MSGPR should usethe
longesthop distance Very little margin is neededor the
maximumhopdistanceandthe maximumradiocoverage.
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Long position updateperiod may decreasehe network
delivery ratio and increasethe cellular overhead.The
effect is not signi cant becauseof the ability of quick
routing re-selectionn the proposedouting scheme.
MSGPR is robust againstthe attack of false position
information. Intrusion detectionis neededonly when
thereare large numbersof maliciousMTs.

VI. CONCLUSIONS

A novel network architecture—thesellularaided mobile ad
hoc network (CAMA)-is proposed.In this architecture,a
cellular network is overlaid on the ad hoc network and a
mobile ad hoc agent(CAMA agent)in the cellular network

will

managethe control signaling for the ad hoc network.

Datatrafc remainsin the ad hoc network. Whenapplyingthe
architecture the ad hoc network performancecan be greatly
improved with limited cellular overhead.This architectureis
also less vulnerablethan a pure ad hoc network becauseof
the availability of a centralcontrol point. The possibleattacks

on the architectureandthe proposedsolutionsare addressed.
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